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Abstract

Enabling Energy-Efficient Data Communication with
Participatory Sensing and Mobile Cloud

Peramanathan Sathyamoorthy

This thesis proposes a novel power management solution for the
resource-constrained devices in the context of Internet of Things (loT). We focus on
smartphones in the loT, as they are getting increasingly popular and equipped with
strong sensing capabilities. Smartphones have complex and chaotic asynchronous
power consumption incurred by heterogeneous components including their onboard
sensors. Their interaction with the cloud can support computation offloading and
remote data access via the network. In this work, we aim at monitoring the power
consumption behaviours of smartphones and profiling individual applications and
platform to make better decisions in power management. A solution is to design
architecture of cloud orchestration as an epic predictor of the behaviours of smart
devices with respect to time, location, and context. We design and implement this
architecture to provide an integrated cloud-based energy monitoring service. This
service enables the monitoring of power consumption on smartphones and support
data analysis on massive data logs collected by a large number of users.
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1. Introduction

“The function in question can completely and correctly be implemented

only with the knowledge and help of the application standing at the end-

points of the communication system. Therefore, providing that questioned

function as a feature of the communication system itself is not possible.

(Sometimes an incomplete version of the function provided by the com-
munication system may be useful as a performance enhancement.)”
—D. Clark, End-To-End Arguments in System Design, 1984

IoT is a convergence of a number of technologies such as sensors, IPv6,
wireless communication and the Internet. Any real-world objects become
smart just by satisfying a few conditions but are not limited to 1) uniquely
identifiable; 2) being able to sense or actuate, and 3) being able to commu-
nicate [1]. The growth of smart objects are posing challenges to the research
community in energy management, data analytic and security [2]. Among
these challenges, security and privacy issues affect not only the technical sys-
tem design level but also in the ethical, behavioural and policy levels. We have
powerful analytical tools available with advanced data analysis algorithms [3].
On the other hand, energy management is more complex and chaotic, which
is our focus in this thesis.

Berkeley National Laboratory defined energy efficiency as using less energy
to provide the same service. The need for energy efficiency highly inevitable
in almost every type of industries, companies and organizations including In-
formation and Communications Technology (ICT). Energy management in In-
ternet of Things(IoT) aims at reducing the electricity, which is beneficial for
many industries to reduce their electricity bills. As the smart objects becoming
smaller in size, their small sized batteries provide limited power for operations.
Even the smart appliances are idle, they could indirectly waste a huge amount
of energy in long term and eventually increase the electricity bills too. Al-
though ICT can enable energy efficiency across all sectors, at present there is
little market incentive to ensure that network-enabled devices themselves are
energy efficient. In fact, up to 80% of their electricity consumption is used just
to maintain a network connection. Even though the quantity of electricity used
by each device is small, the anticipated massive deployment and widespread
use makes the cumulative consumption considerable, as reported by Interna-
tional Energy Agency in [4].

Hereafter we narrow our focus on smartphones, which are smart devices
that increasing in exponential order over the last ten years. Modern smart-
phones provide heterogeneous functionalities including a number of sensors.
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They are one of the most representative and popular smart objects in the 1oT.
Nevertheless, smartphones are resource constraint with respect to the battery,
memory and computation. It is common for them to offload computation and
access remote data storage on the cloud servers via a network. Cloud com-
puting in the IoT leads to thousands of cloud-supported applications and is
growing steeply. As a consequence, smartphones are consuming a lot of en-
ergy for communication with the cloud. Due to the size limitation, the effort
of making powerful batteries is not able to withstand the energy hungriness
persisted in the smartphones. It is important to reduce energy consumption
when developing new kind of applications.

Smartphones are usually running multiple applications with different oper-
ations at a time. It is very difficult to understand and identify the cause of high
energy consumption in this asynchronous power consuming environment. It
is necessary to provide profiling of power consumption from different levels,
including system level as a whole, individual applications, and system calls
in operation level. In this thesis, we propose the first iterative novel solution
using Cloud Orchestration for power management on smartphones. Cloud or-
chestration aggregates power profiling data from the smartphones and coordi-
nates data storage, data analysis, learning and decision making. From the pro-
filing data, the orchestrator learns the power consumption behaviours and the
usage pattern of the participating smartphones. It can answer questions like:
which applications are the most energy consuming on the smartphone? What
are the characteristics of applications that consume most of the energy? These
findings can be used to further optimize the energy monitoring framework.
For example, the energy profiler can predict and collect only the most impor-
tant power consumption data logs on the smartphones. Our cloud orchestrator
framework supports the dynamic workflow of processes and adaptive services
fitting the needs of different users. It aims for providing overall system power
management rather than making part of the system efficient. The cloud or-
chestration services can be selected and configured dynamically depending on
the application characteristics, usage pattern, time and location context. Both
offline and real-time services can be supported to provide long-term and large
data analytic, or to give real-time alert on unusual events.

The Structure of the chapter. In this chapter, we first elucidate the am-
biguity of the term energy efficiency (see Section 1.1) and introduce the chal-
lenges and the research questions (see Section 1.2) that we address in this
thesis. Then we discuss the delimitations of the thesis (see Section 1.3). In the
final section, we give the outline of the rest of this thesis (see Section 1.4).

1.1 Energy Efficiency

The term energy efficiency is referred to the way of achieving more services
for the same amount of energy, or the same services for less amount of energy,
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until otherwise specified. Thus, the thesis focuses on efficient energy usage
rather than energy conversion energy and energy conservation which are com-
monly confused with energy efficiency. Energy conversion efficiency is the
ratio between the useful output of an energy conversion system and the input,
in energy terms. Energy conservation refers to reducing energy consumption
through using less of an energy service.

Energy efficient communication is only considered as a constituting disci-
plinary of green communications. However, greenness and optimization of the
end-to-end communication flow, computing, the involved intermediate hard-
ware and other components are overwhelming scopes for this thesis. We are
more towards energy efficiency as software engineering and communication
science, designed and architect from data-driven intelligence and thus heav-
ily limited to smart devices(users) and the applications. We also want the
architecture to be flexible, adaptable and comprehend to future changes or op-
timizations in network layers. Thus by not compromising the improvements
attained in domain knowledge.

1.2 Research Questions

Q1-Domain Knowledge: Do we have enough domain knowledge to provide
an outstanding energy efficient data communications? What are the other fac-
tors worth considering? Why?

Q2-Cloud Solutions: Big data, large-scale cloud computing and services,
crowdsourcing and IoT are new concepts that are aiming to boost data-driven
intelligence and insights. How to integrate these concepts to design an archi-
tecture for energy efficiency?

Q3-Self Efficiency: Is energy consumption of the proposed optimizer within
the service-enabled devices less than the energy efficiently made utilized?

1.3 Delimitations

Within the time frame and scope of the master thesis the following tasks are
possible as future works

Deploying a fully functional smart profiler with the scale demanded by
crowdsourcing: In the case of crowdsourcing it is challenging to get fine-
grained logs of system level data. It is sophisticated to study in laboratory
conditions by customizing OS image and to use advanced kernel level tools.
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Integrating various cloud services as the orchestration that coordinates
and enables energy efficiency in the participating devices: It is not so easy
to set-up and configure cloud services in a short period of time from different
vendors. It has the limitations of the cross-communication and linking of best
services.

1.4 Outline

The rest of report is further divided as five chapters. The chapter, Background,
explains in detail about the theoretical background and related works which
influenced the thesis. The next chapter, Design and Implementation, explains
the how the proof of concept is designed and prototyped. The fourth chapter,
Experimental Results, highlights the findings with useful results and the chal-
lenges faced are discussed so that it would be resolved in future works. The
fifth and sixth chapters, Discussion & Conclusion and Future Works, wrap up
the thesis by discussing the extendibility of the thesis work and by summariz-
ing the thesis work.
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2. Background

2.1 Theory

In this section, we highlight fundamental concepts and information needed for
the thesis.

2.1.1 Android: System and Performance Constraints

Android™ is an open source system software stack, built on top of the Linux
kernel, that provides services and supports a variety of (mobile) devices. Fig-
ure 2.1 shows the Android software stack and the architecture of the Android
operating system that are referred by applications developers, hardware de-
velopers, Original Equipment Manufactures (OEM) and carriers. This leads
to variety of customizations and uncontrolled customization which would re-
sult in incompatible implementations. Hence, Android tightly integrate OEMs
with the Android Compatibility program, developers with Android SDK, users
with Google Play. For this thesis only devices with the compatible Android
ecosystem is considered.

& ALARM + BROWSER * CALCULATOR +
CALEMDAR * CAMERA + CLOCK + CONTACTS -
DIALER * EMAIL » HOME * IM = MEDIA PLAYER
* PHOTO ALBUM + SMS/MMS + VOICE DIAL

CONTENT PROVIDERS = MANAGERS
(ACTIVITY, LOCATION, PACKAGE,
NOTIFICATION, RESOURCE, TELEPHONY,

AUDIO MANAGER » WINDOW) = VIEW SYSTEM

FREETYPE* LIBC -
MEDIA FRAMEWORK «
OPENGL/ES +
SQLITE- SSL -
SURFACE MANAGER -
WEBKIT

CORE LIBRARIES «
ART * DALVIK VM

| AUDIO + BLUETOOTH * CAMERA + DRM
* EXTERMAL STORAGE * GRAPHICS «
INPUT « MEDIA + SENSORS + TV

DRIVERS (AUDIO, BINDER (IPC),
BLUETOOTH, CAMERA, DISPLAY,
KEYPAD, SHARED MEMORY, USB,
WIFI) + POWER MANAGEMENT

Figure 2.1. Android Stack (https://source.android.com)
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2.1.2 Energy Management and Models

In smart devices, energy optimization is needed not only at the hardware level
but also at the software level. At the software level, power usage could be
optimized mainly at six levels. A detailed survey was done in [5] explaining
energy management at the six levels together with a number of examples. The
levels are:

* Enabling energy-awareness in operating systems

» Efficient resource allocation

» Context awareness of interaction patterns of users with the devices
* Communication interfaces and sensors management

* Integration of cloud computing services

Measuring power consumption of resources such as CPU, Memory, Display,
Communication is extremely helpful in finding the energy-hungry applica-
tions, background services, and processes. In [6] energy cost of task off-
loading over IEEE 802.11 WiFi and 3G mathematically modelled. For WiFi
network, it uses protocol parameters such as data rate, base rate, contention
window size to derive the formula. For 3G/4G, Radio Resource Controller
(RRC) states were taken considered and the total energy consumption calcu-
lates as three parts: promotion signalling, data transfer, tail energy

2.1.3 Cloud Architecture and Characteristics

The U.S. National Institute of Standards and Technology(NIST) defines "Cloud
computing is a model for enabling ubiquitous, convenient, on-demand net-
work access to a shared pool of configurable computing resources (e.g., net-
works, servers, storage, applications and services) that can be rapidly provi-
sioned and released with minimal management effort or service provider inter-
action". There are five essential functional characteristics of cloud computing:

1. On-demand self-service
2. Broad network access
3. Resource pooling

4. Rapid elasticity

5. Measured service

2.2 Data Communication

Data communication is, in essence, digital data transmission between two or
more computerized systems or computing devices, namely smartphone (client
or peer) and cloud (server) via an interconnected telecommunication medium
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such as the Internet. The important components of telecommunications are
Data, Client, Server, Infrastructure of the network and protocols. Our focus is
more on data communication in the realm of the client system and its applica-
tions and its communication interfaces.

Profiling data communications for energy-efficiency is little tricky. We
should consider the protocols at various levels on the OSI(Open System In-
terconnectivity), especially the internet suite of protocols TCP/IP. However
finding inefficiency in those protocols will only help to improve RFCs(Request
for Comments). Communication interfaces such as WiFi, 3G, 4G LTE, Blue-
tooth, Near Field Communication, GPS are readily available to measure via
APIs given by Operating System provider, namely, Android. Hence, events
related to communication interfaces are very useful to profile.

2.3 Related works

Many efforts have been made to enable energy efficiency in smartphones and
IoT in general. There is a range of solutions tried out in the Hardware Archi-
tecture level [8, 9], Data communication level [10, 11], Network infrastructure
level [12] and in Protocols optimization [13]. Different tools have been devel-
oped to measure energy consumption on smart devices and smartphones. For
example, power monitor meter has been used to provide the current with con-
stant voltage 3.7V to the smartphone instead of using the battery [14]. This
hardware setup can provide accurate power consumption measurements, but it
is a bulky solution not suitable for ordinary users in their daily life.

As Intel summed up in [18], Software Energy Efficiency has the significance
towards achieving Computational Efficiency, Data Efficiency, Context Aware-
ness and Idle Efficiency in a broader sense. Nevertheless, current solutions
which try to characterize power consumption on the smartphones usually fo-
cus on specific operations, such as communications [10] or interactions with
certain hardware components, such as LCD or GPS. There are several com-
mon problems in most of the existing solutions, including 1) system as a whole
was not considered; 2) trade-off between components was not properly con-
sidered; 3) interdependencies of the components were not properly studied; 4)
the existing solutions are suboptimal. In order to address the above problems,
we need a comprehensive approach to understand the energy consumption of
individual applications as well as their interdependence and significance in
the whole system. A comprehensive analysis can help the users to identify
the most power consuming applications or operations on their smartphones.
This can also make the power monitoring process more adaptive to the user
behaviour and more energy-efficient in a long run.

Many existing solutions for power monitoring are run on the smartphones
nowadays [15, 16]. They can monitor the percentage of battery consumed by
different applications. The advantage of these solutions is simple to use, but
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the limited memory and computation capability of smart devices make it hard
to support more advanced data analysis. It is then difficult to support large-
scale and long-term analyses of energy consumption data for both personal-
ized or crowd-based monitoring. Regarding measuring energy consumption,
the solid background has been provided in [19]. Internet-of-Things Archi-
tecture is a consortium rigorously developing architectural reference models.
These models serve as initial guidance potentially towards a concrete archi-
tecture for the problem of interest and eventually towards the actual system
architecture [20]. In [21], devices orchestration is explained from the business
process point of view.

Carat [17] has presented a crowdsourcing approach for collection energy
consumption data on smartphones and diagnosing energy anomalies from a
community of clients. We share a similar concept of running the analysis
on the cloud and further explore the opportunity of cloud orchestration ser-
vices for smartphones. Instead of taking a black-box process-based approach,
we propose a cloud orchestration approach for energy efficiency of smart de-
vices. Cloud orchestration has the capabilities of coordinating different cloud
services, such as data storage, analysis, and processing, in a comprehensive
framework. Appropriate services can be selected according to the need of in-
dividual users. Heuristic profiling can be implemented to reduce the among
the log data for energy profiling. This approach is useful in reducing the en-
ergy consumption in the energy profiling process itself. Our framework can be
extended easily to include new data mining techniques and new services con-
tributed by other users. It supports both individual profiling for personalized
services and community analysis using crowdsourced data.
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3. Method and Implementation

IoT initially had two visions, one is the Things-oriented vision and the other
is the Internet-oriented vision. The Things vision emphasizes on the sens-
ing and communication capability of different types of smart devices, which
can be standalone or embedded into different real-world objects. The Internet
vision focuses on the connectivity of the smart devices and their interaction
with the Internet. Connecting smart devices to the Internet enables large data
storage and analysis that are not feasible on the resource-limited devices. The
Internet vision has driven cloud computing for the IoT to provide advanced
data processing and data management capabilities.

Later, when new challenges introduced such as unique addressing and stor-
ing information, Semantic-oriented vision had arisen [22]. According to this
new vision, the participating devices are categorised and the orchestration
is configured to support scalable and controlled integrated solutions. In this
work, we develop the idea of cloud orchestration to provide energy efficiency
services for the IoT devices. A cloud orchestrator is a software system that
manages the interconnections and interactions of different cloud-based ser-
vices and processes. It supports dynamic workflows to connect various auto-
mated processes and associated resources according to the needs of users and
the context environment.

3.1 Cloud Orchestration for Energy Efficiency

The main goal of our system design is to provide energy-efficient decision(s)
back to the service enabled smartphones which are participating in the Orches-
tration. Orchestration, the concept existing in the music world was adopted in
process automation of business world by automating, coordinating and man-
aging complex systems, middlewares and services. Energy profiling may
impose vulnerability in energy efficiency. Let us give an illustrative exam-
ple. Even a single and careless piece of code (while (battery.percentage)
println(battery.percentage)) may cause the system running into an in-
finite loop and drain all the battery. This small mistake can make any effort of
power saving become vain. Hence, there is a need for an intelligent system,
which is capable of coordinating different components, finding and categoriz-
ing the energy errors. The system should have access to powerful dynamic
control system engine for fixing such errors. To assist bug fixing, we may
need strong insights from the big data of crowdsourced logs/operations over
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long period of time. Orchestration has the capabilities of integrating different
types of clouds, processes and services for power management, which is an
ideal solution.

3.2 EEaaS orchestration architecture

~ " Temporal Analysis Support

’ P -

-

B Lfl | st to
!I/Orches trator<—Big data/ ,
Faticipating | (o o o 4 |
Devices APIs) Knowledge

Graph
‘ . Spatial Analysis Support

Figure 3.1. EEaaS orchestration for power management

We propose a cloud orchestration architecture, called EEaaS, for power
management of IoT devices in Figure 3.1. The design is open and flexible
which makes it easy to add, remove and merge with new models and ser-
vices at any granular level in the orchestrator. The orchestrator coordinates
the following components, including Participating Devices, Data Processor,
Big data storage, Knowledge graph, Wisdom box, Control box and Decision
Enhancer.

Participating devices and smart profiler

These are the smart devices in the IoT that interested in minimizing their en-
ergy consumption. Upon registration with the orchestrator, a fully customiz-
able and lower energy consuming background service application is enabled
in the smart devices. This service application sends low-level system call logs
periodically and reports abnormal system behaviours spontaneously. These
abnormal events may include accidental system crash or unusual battery drain
by a specific application. To avoid security and privacy issues, logs are col-
lected anonymously with a unique device profile. This application is not only a
logs collector, it also acts as a local self-controller attempting to catch energy
errors in time and optimize energy profiling in a long run. Its functionali-
ties are regularly updated by the orchestrator. The participating devices report
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CONTROL BOX : Temporal Support
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Figure 3.2. EEaaS orchestration insides the box

unusual events to the orchestrator in real-time. Since the unusual events con-
tain only small amount of data, the communication overhead is not so much.
On the other hand, the large volume of logged data on resource utilization is
reported only when the smartphones are connected to the computer or WiFi
network. This is to avoid the continuous data communication through mobile
cellular networks. Data filtering and heuristic profiling can be performed to
reduce the number of data samples in order to save energy.

Data processor

Data processor is a collection of APIs for various data processing methods
accessible to the orchestrator. According to the context and needs of the user,
appropriate data processing methods will be chosen by the orchestrator. The
data processor supports both big data analysis and temporal data analysis. Ad-
vanced data mining techniques can be implemented in the data processor to
perform data filtering and data aggregation. For example, it can character-
ize the energy consumption behaviour of different applications on the smart-
phones and identify the most power hungry applications.

Big data storage and modern tools

The data produced by the smartphones would be in massive scale over time. In
order to handle these data-intensive operations, we need big data storage and
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modern cloud programming paradigms such as Hadoop and Apache Flink.
For the deep analysis of sample data, powerful computing languages such as
Python and R are required.

Knowledge graph

When interpreting large volumes of data logs, dynamic knowledge graph is
built and keep on updated. Knowledge graph is a knowledge base originally
used by Google to enhance its search engine’s search results with semantic-
search information gathered from a wide variety of sources. Nodes are quali-
fied classes and subclasses with attribute-value pairs so that it provides a clear
and structured view of data. Using the knowledge graph, it is then easy to get
specific resource utilization and energy consumption data for analysis with
respect to location, device model, internet service provider and various speci-
fications.

Wisdom box

Wisdom box contains a set of learning algorithms with a primary focus on
building location specific context information (in the spatial domain). It can
capture the location of the device and correlate the location with various usage
and communication patterns. The wisdom box act as a predictor of trends in
data, usage patterns, and system behaviour anomalies. It uses a combination
of statistical algorithms and machine learning algorithms to make energy ef-
ficient decisions. The decisions that are independent of device, platform and
applications are stored in the Decision Enhancer in the orchestration. The
device, platform and applications specific decisions are updated in the knowl-
edge graph and in the reference graph in the orchestration.

Control box

The control box is a builder of real-time and dynamic self-controller for the
participating devices. It can also raise alerts and give time-sensitive feedbacks
(temporal domain) to the users. The self-controller is implemented as a service
as explained in 3.2. To make the self-controller, even more, intelligent, context
related decisions in the spatial domain are used. Feedbacks are received from
the participating devices to evaluate the performance of data log collection.

3.3 Architectural layers in the IoT context

In [23], the general architecture of IoT is well explained as four layers. Gen-
erally, Perception Layer is where all the information collected from the envi-
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Application Layer : Smart cloud heuristic profiler

.

Off-loads heuristic syslogs
®  Awaits for new schemes
+  Configures and updates upon orchestrator push

Middleware Layer : Orchestrator

+  Coordinates cloud computing, cloud storage and participating
devices
*  Process automation , temporal and spatial data analysis

t

Network Layer

.

Selection of communication network, topology, infrastructure
o Light and energy-efficient protocols

i

Perceptual Layer: Smart cloud heuristic profiler

.

Monitors events, energy errors
e  Anomalies detection
e Actuates energy efficient actions

Figure 3.3. Architecture layers in IoT context

ronment using specialized equipment such as sensors. Considering the smart-
phones nowadays, the perception layer may include the on-board sensors such
as a camera, microphone, GPS, light sensor, accelerometer, and gyroscope,
etc. It is the layer that provides the digital representation of the physical world.
Network Layer is for communication and transmission of information. It is
supported by different communication modules, such as Bluetooth, GPRS,
and WiFi in the smartphones. Middleware Layer by its various intelligent
cloud computing supports the application layer and acts as an intermediate
layer between the network layer and the application layer. The Application
Layer is fully customized with respect to the users and the purpose of the ap-
plications. With respect to the cloud architectural design shown in figure 3.1,
both perception layer and application layer points to smart profiler that sense
and actuate participating devices. The smart profiler is explained in detail in
section 3.2. In figure 3.3, it is shown how the complex architecture could be
seen as the layers in the context of [oT.

3.4 Energy-efficient data profiling and communication

Given that data communication is one of the biggest challenges for energy ef-
ficiency, cloud-assisted data profiling would seem counter intuitive. Our sys-
tem design takes smart logging with minimal data communications to reduce
the overhead. It provides an alternative solution to fine-grained and real-time
profiling, which is both data and computation intensive. We study existing
profiling techniques and identify the most important energy features to design
a heuristic profiler. This heuristic profiler collects data intelligently and main-
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tains minimal communications with the cloud. Our approach can effectively
reduce the overhead and energy consumption in the energy profiling process
itself.

Key Energy Indicators

Managing and analysing big data is not a major cause of energy consumption.
The real bottleneck is collecting data through frequent and intensive commu-
nications from the participating devices. Instead of sending all the data logs
to the orchestration for analysing, we classify certain system calls and utiliza-
tion as primary, called them Key Energy Indicators (KEI), such as CPU and
memory usage. We further categorise the KEI into Secondary Key Energy In-
dicators(SKEI) and Relative Key Energy Indicators(RKEI). SKEI are not so
frequently used but are important when they are active, such as GPS and Blue-
tooth. RKEI are active only when specific applications are running or occur in
certain context. Examples of RKEI include camera and activity sensors.

Potential Cause Indicators

KEI capture the energy consumption behaviours and identify the causes of en-
ergy consumption. Here comes the Potential Cause Indicators(PCI), which
can be learned by the orchestration over time. When the system becomes ma-
tured enough, the participatory devices collect and report less amount of data.
Crowdsourcing further makes it easy to distribute the workload of data col-
lection. In a long run, fewer logs and less communication from participatory
devices are required. More sophisticated context-aware models in the orches-
tration have resulted. The workflows in the orchestration then become more
energy-efficient, as it can adapt to the usage pattern and context dynamically
(see figure 3.2).

In figure 3.2, the cloud-based smart profiler (top-left), sends the logged data
or control messages from the participating devices to the cloud. The logged
data are sent together with the context header, which is used by the orchestra-
tion to indicate the message type. For example, if the context header is control,
then the orchestrator knows that there is no data logs in the message but events
(issues) being reported from the participating devices. In this case, the events
are forwarded to control box in order to address the issues. Otherwise, the
other messages (data logs) are forwarded to the big data module supported by
the spatial data processing unit for classification, prediction and context gen-
eration. The data processing unit helps the orchestration to learn what are the
KEI so that less significant data can be identified and removed in the future.
When the system becomes mature enough, the participatory devices will col-
lect mainly the KEI, so that they can report less amount of data logs to save
energy. Through iterative learning, the orchestration can build more sophis-
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ticated context-aware energy models for making a better prediction in energy
profiling.

3.5 Implementation

In this section, we explain the prototype development in iterations, tools used
and experimental set-up.

Phase 1 - Data Inspection

We first explored the logs of two smartphone models Samsung SIII with an-
droid version 4.4 and Nexus 5 with android version 5.0 with android platform
tools such as logcat for system debug information and ddms(dalvik debug
monitor server) for debugging applications. These tools helped us to find out
behaviours of the system and the applications running on the platform.

Then, we used Trepn [26], for collecting data in suitable formats, namely,
SQLite and CSV. The eclipse plug-in provided by Trepn suffers from poor
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visualization. Also, the data in CSV format require a lot of cleaning to use. It
also has heavy limitations on the number of parameters it can properly profile
and hence not self energy efficient. However, the data had a lot of insights.
We built a web application EnergyApp that helped to study the data in SQLite
format. Few pages of the applications are shown in figures 3.6, 3.7 and in 3.8

Phase 2: Key Energy Indicators (KEI)

We realised soon when crowdsourcing methodology is adopted, we will be
in need of big data management and analysis with unnecessary overhead and
with less influencing features. It will also lead to inefficient profiler implemen-
tation. So, we derived KEIs to avoid such an overhead. We relied on two data
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mining techniques, namely, Decision Trees and Random Forest to figure out
the variables of importance by Gini values. This service is running as Software
as a Service application at https.//peramanathan.shinyapps.io/EnergyDataAdmin
and only first version deployed. Homepage screenshot is shown in figure 3.9

Phase 3: Tools for Energy-Efficient Cloud Profiler Prototype

We propose a prototype for cloud profiler with key characteristics including:

» Real-time database with auto-synchronization support such as Firebase.
Then it would behave smooth while offline and low latency conditions.
Thus by utilizing the energy efficiently.
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Figure 3.10. GraphQL Query language and runtime

* Distributed Data Protocol which is a kind of publish-subscribe method-
ology implemented by Meteor for mobile and web applications.

* Client-centric data response, no less, no more data such as GraphQL. It
reduces the amount of data.

* As a background service possibly no GUI or less GUI. Exploit push no-
tification panel icon as smart notifications. Safety and secure actuation.

We explain in detail about client-centric response because of its importance
compared to others. These days applications are heavily using http REST-
ful services and ad-hoc endpoints to get data resources. The core problem
with this approach is that the response data is entirely decided by the server.
It means for requested endpoint, the server side application might be written
to respond with more data than required. For example, the simple client ap-
plication showing current weather is getting more information than what the
application display on the screen. Facebook is one of the most energy con-
suming application due to engaged usage and we also realised the same in our
experiments. It released a draft RFC and reference implementation graphqgl in
2105 as a remedy to the above-mentioned problem [27]. GraphQL is a data
query language and runtime where queries are shaped similar to the data it
needed and it is shown in figure 3.10.
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Phase 4: Testing Machine learning frameworks for deep learning

We first wanted to figure out the quality of predictions with crowd-sourced
data. We have chosen two tools H20 supports R, Python and REST APIs and
Dato GraphLab Amazon EC2 instance supports python and REST APIs. We
tested these systems with simulated data (mimicking 100 users, 20 applica-
tions, KEI features). Figures 3.11 and 3.12 shows the action screenshot
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4. Experimental Results

The smartphone is a system-on-chip architecture with three key components,
Application processor to handle user applications, Modem processor to handle
transmission, and reception and Peripheral devices (I/0) to interact with users.
In smartphones, the power consumption of any I/O component is often higher
than the power consumption of the CPU or at the least comparable. In [24], the
drawbacks of power models derived from external power meters and software
modelling are well explained. Software power modelling does not address
the tail power states, which occur when the components remain power on and
consume energy even though the CPU is idle. This problem can be addressed
by system call tracing to check each component’s power state though it may
consume more energy. Nevertheless, energy profiling is a very important first
step to characterize the power consumption on smartphones.

4.1 Power states and data logging

The Advanced Configuration and Power Interface (ACPI) specification has
been evolving as common hardware interfaces in Operating System-directed
configuration and Power Management (OSPM) for both the end devices and
the entire systems. When profiling an individual application or entire platform,
it is useful to fetch information about the states of system, device and proces-
sors (as shown in table 4.1), so that better decision can be made to achieve
energy efficiency. We are currently using Qualcomm’s Trepn Profiler [26].
We study the behaviours of the system and resources that applications con-
sumed in the system including CPUs usage, memory usage, and data usage.

Global System States | Device Power States | Processor Power States
GO Working DO - Fully-On Co
G1 Sleeping D1 C1
G2/S5 Soft Off D2 Cc2
G3 Mechanical Off D3hot C3
D3 - Off

Table 4.1. ACPI/OSPM defined power states

As data communication is a major cause of fast energy drain in the smart-
phones, we show an interesting example on profiling the data communication
patterns of mobile applications. Figure 4.1 shows the data communication us-
age patterns of two popular applications, Google Maps and YouTube. From the

32



1B

I MB 100 KB
100 KB e 0 ks YouTube
10 KB
= 1 KB
008 100 B
0B 108
230s

1B
655 70s 85s

2655 2855 310s 340s

(a) Google maps (b) YouTube

Figure 4.1. Snapshots of profiled data communication patterns

E]

100

8

@ ] i

Usage in Percentage

3

Energy as usage of resources in %

™ E3

0

0 5 0

5 » E o 5 0
Application 1D

5
Application ID

(a) Energy consumption of applications (b) Resource utilization of applications
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data logs, we observe that both Google Maps and YouTube are running two
threads in their applications. The data communication of the two threads in
each application share similar patterns, which are indicated by dark and light
color in the figure.

Figure 4.1a shows a snapshot of data communication profiling of Google
Maps. The y-axis is plotted in log scale, showing the size of data communi-
cation at different times. We observe that there is a sudden increase of data
communication occurred at time interval [70, 75]. Through careful inspection,
we find that it is due to the action of zooming in the map triggered by the user.

While profiling YouTube, a video is randomly picked for playing in the full
screen mode. From figure 4.1b, we observe initial aggressive data communi-
cations due to pre-fetching. Then, the video is played smoothly with constant
data communication from 285s. We believe that the intermittent communi-
cation pattern is due to the communication protocol and the reliability of the
network.
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ID | Application name Energy consumption (%)
20 | Facebook 32.270
0 | Android System 11.076
6 | Google Contacts Sync 8.238
9 | Google App 4.490
1 com.qualcomm.qcrilmsgtunnel | 3.464
8 | System UI 2.788
17 | YouTube 2.006
21 | Messenger 1.656
2 | Nfc Service 1.204
14 | Google Keyboard 1.146
11 | CaptivePortall.ogin 1.008
5 | Media Storage 0.808
19 | ES File Explorer 0.804
15 | Maps 0.616
18 | Google Connectivity Services | 0.604
7 | Google Dialer 0.602
13 | Hangouts 0.410
16 | Google+ 0.406
10 | Calendar 0.404

3 | Calendar Storage 0.402
4 | User Dictionary 0.400
12 | Fit 0.400

Table 4.2. Ranked energy consumption of applications

4.2 Cloud-based data profiling and analysis

4.2.1 Energy consumption

In order to understand and visualise the energy consumption pattern, the fol-
lowing experiment has been conducted. We collected the data from four users
over a three month period from 1 March 2015 to 31 May 2015. The users have
been using Samsung S4 or NEXUS 5 smartphones. The data has recorded the
energy consumption and resource usage of the smartphones that were idle or
running actively in daily use. We have chosen twenty-two applications that
are run by all the four users in this data analysis. These 22 applications range
from social media applications, messaging applications, navigation applica-
tions, to personal management applications. The data has been cleaned up and
processed so that every resource utilization of each application has been sum-
marized as a mean value in an hourly basis. Then, the summarized data are
further aggregated to give an overview of energy consumption among all the
applications
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We compare the total energy consumption and resource utilization distri-
bution among different applications in this experiment. This result helps us
to identify the most power consuming applications and understand what re-
sources have been utilized to make them so power hungry. Figure 4.2(a) com-
pares the energy consumption of the 22 applications. The y-axis shows the
total energy consumption of each application in percentage (among all appli-
cations). The x-axis shows the application ID from O to 21. From the figure,
we observe that there are four to five applications, which consume the most
energy compared with the others. We rank the energy consumption percentage
of these 22 applications in Table 4.2. It shows that the most power consuming
applications are Facebook, followed by Android Operating System, Google
Contacts Sync, Google App.

We further investigate four key energy indicators (KEI) in these applica-
tions, including CPU load, memory, data communication, and a number of
threads. Figure 4.2(b) shows the resource utilization of the applications in
percentage. From the figure, we can see that the applications that consume
most energy usually have high utilization in all four kinds of resources. Take
Facebook as an example, it has the highest data communication and CPU us-
age among others. It also has relatively high number of threads and memory
usage compared with other applications. We observe similar resource utiliza-
tion patterns for applications that have high power consumption. The shape of
the curves in figures 4.2(a) and 4.2(b) follow very similar patterns. It implies
that these four selected resources are very important when profiling energy
consumption for the smartphones.

4.2.2 CPU load

CPU Load (%)

Timestamp (ms)

Figure 4.3. CPU load pattern of Facebook App
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We also observe different CPU load patterns in the applications. Figure 4.3
shows the CPU load of the Facebook app. We can see that the Facebook app
has high CPU use when the app is started. After that, the CPU load is quite
random depending on the operations triggered by the user, such as upload-
ing photos or sending messages. Figure 4.4 shows the CPU load pattern of
Google MAPs, which is quite periodic due to the regular update of GPS loca-
tions. By observing the CPU patterns, it helps us to understand the operation
characteristics and energy consumption of different applications.

4.2.3 Threads and memory use

Next, we analyse the correlation of threads and memory use in the applica-
tions. Figure 4.5 shows the average number of threads and the average virtual
memory use of the 22 applications. As seen from the figure, there is a positive
correlation between the number of threads and virtual memory use. Most of
the applications use less than 50 threads. However, there are several applica-
tions using much more threads than the others. The top application, Google
Contacts Sync, uses 162 threads and more than 12000MB virtual memory.
The following applications with a high number of threads are Android System
and Facebook, which use more than 100 threads. Google App uses almost 100
threads and a lot of virtual memory as well.

Figure 4.6 shows main-memory consumption of the applications. We divide
the memory use into different ranges and count the number of applications
in each range. The figure shows that most of the applications consume less
than 25MB main memory. However, two applications, Facebook and Google
Contacts Sync, consume almost 150MB main memory. Google App also has
high main memory use of 100MB.
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4.3 Analysis for energy-efficient profiling

Understanding the characteristics of applications and energy consumption pat-
terns on the smartphones are very useful for reducing the energy consumption
in the profiling process itself. Through simple analysis, we can make initial
observations on what applications consume the most energy and what appli-
cations consume insignificant amount. Our profiler can use this information to
reduce the amount of data being collected on resource utilization. If we filter
out the data from applications that consume less than 1% of the total energy
in the system, we can greatly reduce the number of applications that require
intense monitoring. Take the 22 applications in Table II as an example, we
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# ["Device(Id)", "App", "CPU(MHz)", "Memory(MB)", "Data(KB)",

# "Threads", "Time", "Active", "Location", "Battery(%)",
"Energy (0/1)"]

frmla <- Energy = CPU + Memory + Data + Threads + Time + Active
+ Location + Battery

dc_tree_classifier <- rpart(frmla, data=train, method="class",
control = rpart.control(minsplit = 50, cp =

0))

printcp(dc_tree_classifier)

# Root node error: 14229/40000 = 0.35573
n= 40000

CP nsplit rel error xerror xstd
.550144 0 1.000000 1.00000000 0.00672897
0.449856 0.44999649 0.00515392
0.109635 0.11026776 0.00272865
0.039989 0.04062127 0.00167737
0.000000 0.00063251 0.00021081

H oH OHF H HFHHHH

o
w
©
©
0]
©
o O b =

Listing 4.1. Recursive Partitioning and Regression Trees

can reduce the number of data samples by 50% while still keeping accurate
data logs from applications that consume more than 94% of the total energy
in the smartphones. In another word, it can save half of the energy in profiling
without losing much accuracy in power monitoring. With cloud orchestra-
tion, we can configure the system dynamically to reduce the data samples of
applications that are less frequently used or consume little energy.

4.4 Key Energy Indicators Prediction

We have simulated smartphone data for 100 users for 20 applications. We
prepared training and test data samples of contains 40,000 records and 20,000
records respectively for an hour of usage. We, first applied simple decision
tree regression rpart(Recursive Partitioning and Regression Trees) classifier
available as R package which is shown in the code snippet 4.2. The visual
representation of the cross-validation results shown in the figure 4.7. The de-
cision tree classifier is tested against test data set which result in 92% accuracy.
To do the experiment on real data, the data must be tidy and normalized and
most importantly it requires sufficient amount of data. It involves careful pre-
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processing of data to make sure the validity of data. In real-time, the data is
affected by noise and various interruptions.
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Figure 4.8. Decision Tree, Data in KB and Memory in MB

In the figure, 4.8, the interesting values of variable importance is predicted
with respect to their influence. We found that the amount of data commu-
nicated and threads heavily influencing energy usage. The model predicts
for the given values of features whether energy is high or low (0 or 1) as a
binary classification problem. Recursive partitioning that is tree-structured
models are used for classification. From 4.9, we confirmed that features such
as the amount of data and number threads that applications and memory have

39



## Prediction Part

prediction <- predict(dc_tree_classifier, test, type = "prob")
# ’dc_tree_classifier’ is a binary classifier (0 or 1)

# That could predict if the power consumption is low or high
# For the given resource utilization vector

# (Memory, Data, Threads,...) of events

# boolean vars := col 1: is_low(0), col 2: is_high(1)
# And is_low = “is_high, test$Energy is either low or high
test$Predicted = predictionl[,2]

test$Success = test$Energy == test$Predicted

paste("Error: ", 1-length(test$Success[test$Success ==
TRUE]) /nrow(test))

# --- result in --- #

# "Error: 0.0841499999999999"

Listing 4.2. Power Consumption Prediction of events w.r.t Resource Utilization

ran_forest

Data Data a
Threads Threads o
CPU Memory a
Memory CPU a
Time Time ]
Location | @ Location =]
Active a Active o
T T T T T T T T 1
0 10 20 30 40 0 10 20 30 40 50 60
MeanDecreaseAccuracy MeanDecreaseGini

the most influence in energy drain by considering the Gini of random forest

model.
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Figure 4.10. Categorization of data analysis question type

We can profile and collect data from smartphone with respect to the con-
texts where optimization techniques are applied to make the system energy-
efficient. Later, by studying the nature of optimization problem we can apply
suitable machine learning techniques. The figure 4.11, helps to chose the suit-
able machine learning methods. The detailed map is available at [30]. In order
to define the data analysis question type, the flow chart in the figure 4.10 can
be very useful[31].
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5. Discussions

Orchestrator is, in essence, the behaviour predictor of the participating devices
with respect to time, location and as many as added contexts. The agent ap-
plication installed in the smartphones report logs to the orchestrator. It will
be facilitated by the local validator and action triggers which will be regularly
updated by the orchestrator on demand to reduce energy consumption in data
logging, communication and computation. In order to successfully deploy
such orchestration service, we need to study and explore all the components
and their interdependencies in detail. Questions that we plan to further in-
vestigate include 1) How to further reduce the energy consuming of profiler?
2) How to reduce data logs reporting and minimize energy consumption in
data communication? 3) How to make orchestrator an epic predictor of de-
vice behaviours? 4) How to find optimal responsibilities of the local agent by
ensuring minimal computation and resources? 5) Is the current solution the
best fit for mass open source contribution? 6) What are the most appropriate
tools for energy-efficient cloud orchestration implementation? We plan to im-
plement advanced features in the Wisdom Box and Big Data modules and to
test the prototype iteratively. Other than smartphones, we would like to extend
this framework for testing with different types of IoT devices.

To put the user in the loop and to make them use the smartphones energy
efficiently, we suggest a technique of smart notifications. For example, tem-
porary overlay GUI elements, informative push notification icons, dynamic
contextual changes in the notification icons can be exploited to avoid opening
the energy optimizing application every time.
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6. Conclusions and Future Work

In this paper, we proposed a novel cloud orchestration framework for improv-
ing energy efficiency for smartphones in the IoT. The major advantage of this
cloud orchestration is that it supports dynamic workflow and configuration of
different processes and services. We have described the components of the
orchestration and their interactions. Our architecture design is flexible so that
new components and advanced functions can be added to the system easily.
The big data, knowledge graph, control box are openly accessible, so that
both single user and mass collaborators can participate and add new methods
to the system. We have conducted experiments using real resource utilization
traces collected by four mobile users in a three month period. The results
demonstrated that our profiler can successfully characterize the energy con-
sumption of different applications and identify the most power consumption
applications. It can also give feedbacks to the energy profiler to reduce en-
ergy consumption in data logging. The amount of data logs can be reduced
significantly through learning the key energy indicators and application char-
acteristics. This iterative learning process can progressively reduce the com-
munication and computation overhead in energy profiling. There is a great
potential that the big data knowledge can be used for solving other problems
as well, such as energy bug detection, etc.

In the future, we would like to investigate advanced data mining and data
filtering techniques to further reduce energy consumption in energy profiling.
We will explore how data logging and communication can be optimized con-
sidering the application characteristics, usage pattern and operation context.
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